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Abstract

Unmanned aerial vehicles (UAVs) have proved to have a signicant role in a plethora o
applications (e.g., agriculture, search and rescue missions, inrastructure surveillance, area
monitoring) and when clustered into collaborating groups are able to implement complex and
cumbersome tasks eiciently. Systems omultiple autonomousUAVs can be seen as a system o
moving sensors, which can be designed with design-making properties, in order to automate and
optimize the gathering data process. I each UAV agent is provided with data processing
unctionalities in addition to data gathering, the system is transormed to a distributed system
with great scalability capabilities. This paper presents a decentralized architecture or a UAV
multi-agent system designed or area monitoring.

1. Introduction

Area monitoring and surveillance traditionally requires signicant manpower, especially or large
areas. By introducing unmanned agents, the process can become autonomous, demanding only
one optional human supervisor and no additional manpower. This work introduces a
decentralized, highly scalable architecture or a multi-agent UAV area monitoring system with a
central entity acting as the sole point o truth. The decentralized architecture allows the allocation
o the processing and the decision-making across the agents, minimising the quantity o data to
be exchanged and ensuring the system’s operation during temporary losses o connection.

[1]categorizes Multi-Agent Systems’ architectures into centralized systems with a leader agent,
ederated systems with mediating agents, and decentralized systems with no hierarchy between
the agents. [2] outlines some o the benets o a decentralised architecture, including its
invulnerability to the single-point-o-ailure issue, its modular nature, and its capability o serving
heterogenous multi-agent systems. The authors also suggest a hybrid architecture, which
allocates the high-level swarm mission planning to a central agent, while the robotic agents
conduct theplannedmissions using local sensing andcommunications. Their hybrid architecture
was designed or small size multi-agent systems.
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The proposed architecture is described in Section 2, while the required algorithms or the system
are introduced in Section 3.An overview o the system’s implementation and a comparison to
more centralized approaches are given in Section 4.

2. System Overview

The system is designed to be scalable and autonomous. The system was originally designed as
an area surveillance/monitoring system, but it can easily be adapted to t a plethora o
applications. The system includes n UAV agents, where the number o agents n may vary during
the system’s operation with no impact to the perormance o the rest o the agents, along with a
central entity agent responsible or gathering and redistributing data. It should be noted here that
since a central entity exists, there is a bottleneck to the number o UAV agents that it can serve,
but the limitations o the number o agents able to cooperate in the same system have been
heavily relaxed in comparison to the ully centralized approach, as it is shown in Section 4.2. Each
UAV agent o the system is a copy o the others and it is able to gather and process its own data
and conclude to its owndecisions based on those. TheUAV agents communicate their processed
data to the central entity, which gathers and groups relevant data. When a UAV agent needs the
groupeddata tomake adecision, it will ask the central entity to transmit them. The central entity’s
data can also be used provide inormation to a human user/ supervisor.

The role o the UAV is to detect and ollow intruders in the area o interest or a specied amount
o time. To achieve that goal, the UAV must have the ollowing abilities: detect intruders rom
optical camera eed, ollow intruders, scan selected areas, select its next scanning area, and
communicate its ndings to the central entity.

The intruder detection process runs uninterrupted during the entire operation o the drone. On the
other hand, the rest o the unctionalities are enabled in dierent times only when the UAV agent
activates the regarding mode. The agent is designed to have 3 modes; the scan mode, the ollow
intruder mode, and the communication with central mode, in which data transmission occurs.
The three modes and the triggering events or transitioning between them are displayed in Fig. 1.

Figure 1: UAV agents’mode sequence and change triggers. The three modes o the agent “Scan”,
“Follow intruder” and “Communicate with central” are visualised as rectangles and the

transitions between themodes are arrows, explaining the type o the cause that triggered the
transition
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We unction under the assumption that the area to be monitored is a square horizontal plane. In
order to manipulate that area in our decision-making algorithm, the world is treated as a grid
containing equal size squares. Each o those squares is a potential target or the UAV agent and
as such, they are reerred as square-targets or the entirety o this paper. The central entity sees
the grid as a 2D matrix, with each o the matrix’s elements containing two values. The rst value
corresponds to the time that square-target was lastly scanned, while the second value is the
estimated, based on gathered data, probability o nding an intruder in that square-target. The
matrix values are updated regularly with a specic time step and during the update the recently
received UAV data are integrated.

Fig. 2. shows the data exchange between the central entity and one UAV agent. The scan data
message is sent rom the UAV to the central entity every time a scan is completed and includes
the number o detected intruders during scanning and the ID o the scanned square-target. The
next square-targetmessage contains the ID o the next selected target to be scannedby the agent,
so that the central entity may fag it until its scanning is completed. The central entity sends the
UAV agent a subset o the world matrix, so that the agent canmake its next selection.

Figure 2: Central entity and UAV agent data exchange.

In our system we have drones equipped with optical cameras gathering large amount o data. I
the camera’s eed were to be transported rom the UAV agents to the central entity or processing
that would cause three potential problems; latency, bandwidth limitations and inability to scale
the system upwards. By processing the camera’s eed on-board we greatly minimize the amount
o data to be transmitted within the system and allow the system to be easily scalable. So, in our
application each UAV agent can be seen as an “edge”. While the latencies added by a centralized
approach o that systemwould not be disastrous or the system’s unction, the capability o being
scalable is o high importance or such application.

3. Algorithms

The UAV agents utilize our algorithms to achieve their goals, an area coverage algorithm, a
decision-making algorithm, an object detection algorithm, and an object tracking algorithm. The
area coverage algorithm is used to guide the UAV during the scanning procedure o a square-
target, while the decision-making algorithm is responsible or selecting the next square-target or
the UAV agent. The object detection algorithm aims at identiying human-like intruders rom the
camera rames, and the object tracking algorithm is used to match detected intruders between
sequential rames. The algorithms are briefy described in this section.

The coverage algorithm is enabled in the “scan”mode o the drone with the purpose o creating a
path through which the whole square-target is covered by the eld o view o the agent’s camera.
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To achieve this the drone ollows a zig-zag pattern, concluding an alternative sequence o let-
wise and right-wise movement interrupted by a shit in the other axis.

The decision-making algorithm is activated ater the scanning process is completed. Its aim is to
nd the next square-target or the UAV agent; this decision is based on data received rom the
central entity concerning the area o interest. From the data, the agent computes margins or
these square-targets based on the number o intruders detected in each o them and the time
they were last visited. One o the square-targets is selected in a stochastic manner based on the
margin assigned to it and the neighboring square-targets. The algorithm can be seen as a task
allocation algorithmsince it is solving an assignment problem inorder to assign oneo the square-
targets to an agent. There is a large set o algorithms to choose rom or this application, we
selected to use a swarm intelligence stochastic optimization algorithm.

The proposed object detection module is based on the YOLO model and more specically is a
custom YOLOv4 model, as it is capable o multi-object detection in real-time. Multiple object
detection is essential or this specic application, as agents should be capable o detecting other
intruders while ollowing one o them. The YOLOmodel returns the computed bounding boxes o
the intruders in the image rame. The bounding box is ed to the target tracking algorithm, the
conrmed bounding box coordinates are ed to the guidance algorithm to guide the UAV while
ollowing an intruder. The target tracking is achieved by the Deep SORT algorithm. The object
detection and target tracking are described in detail in [3].

4. Results
4.1  Implementation

The described system was implemented and tested in Sotware-In-The-Loop (SITL) simulations.
The selected UAV agent is a quadcopter equipped with a downwards looking optical camera. The
SITL simulations were conducted using the GAZEBO [4] physics engine. The selected drone is an
iris px4 [5] drone, presented in Fig. 3., with an optical camera.

Figure 3: The iris drone as it is visualized in the GAZEBO simulator.

Although the systemwas developed and tested in SITL simulation or the purpose o this work, or
a real-world application the drones would have to be equipped with some onboard system
capable o running the object detection and tracking algorithms and the decision-making and
guidance algorithms (including coverage). The researchers in [6] introduce a drone equipped with
a Jetson TX2 board, capable o running visual tracking on board, exploiting a stereo camera’s eed
and visual odometry. In [7] a Raspberry Pi with Intel Neural Compute Stick Movidius VPU is used
as the edge computing device mounted on UAV to perorm the object detection in real-time.

The present systemwas developed in C++ and python using the Robotic Operation System (ROS)
[8] in the version ROS melodic. Fig. 4. shows the drone’s sotware architecture in ROS, while Fig.
5. shows the communication between UAV agent and the central entity in ROS. The UAV’s
guidance algorithms are written in C++ and the central entity code is developed in python. As
depicted in Fig. 4. two ROS nodes were developed or every UAV agent (identical or all o them);
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one executing the object detection and tracking algorithms with input the camera rames
published rom the camera node, and one named “Guidance node” executing all the guidance
and decision-making processes. The “Guidance node” computes the velocity commands or the
aircrat and publishes them, or the “mavros node” to receive them. The purpose o the “mavros
node” is to receive the control commands and translate them rom the ROS environment to the
ormat the autopilot understands using the MAVLink communication protocol [9].

Figure 4: ROS architecture in the UAV agent. The nodes are presented as ellipses, while the
messages published in the ROS Topics are presented in the arrows connecting the nodes.

The “Guidance node” receives input rom the “Object detection & tracking node” in the UAV’s
system and is also responsible or the communication with the “central entity node” (Fig. 5). The
communication between the central entity and the UAV agents occurs using ROS Topics and
custommessages, oneper each type odatamessages exchangedbetween the central entity and
the UAVs.

Figure 5. The central entity and UAV agents communication architecture.

4.2  Bandwidth benefits

In the current sectionwecompare thedecentralized systempresentedabovewith twocentralized
implementations o a system using the same logic and algorithms. The comparison is used to
show the positive impact o the decentralized architecture on the system’s scalability.

The decentralized approach implemented in this work enables the distribution o the processing
weight among theagentsand requiresminimumdata exchange. TheUAVagents onlyneed to send
the number o the detected intruders in a scanned square, and amessage containing the ID o the
next selected square-target or the UAV agent. While central entity sends the gathered data or
each square-target in the area o interest or the UAV agent. The necessary data or each square-
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target are its unique ID, the last time it was scanned by a drone, and the probability o containing
intruders in the present time.

For the centralized system, which we use or comparison, we assume the same architecture and
algorithms with the only dierence that the object detection algorithm runs in the central entity,
which requires each UAV agent to transmit its camera eed to the central entity agent or
processing. The rest o the transmitted data remain the same. As we centralize the processing o
the data, it is reasonable to think about the centralization o the decision-making process as well.
So, we introduce a second centralized system which implements the decision-making and
guidance processes in addition to the object detection through the central entity agent, albeit it
unctions with the same algorithmic logic.

The data exchanged between the central entity and a single UAV agent in the decentralized
approach are listed here:

• Scan message: sent rom the UAV agent to the central entity every time a scan is
completed and includes two integer values; the number o detected intruders and the
scanned square-target’s ID.

• Next square-target message: sent rom the UAV agent to the central entity every time a
new target is selected and includes two integer values; the ID o the UAV and the selected
square-target’s ID.

• World map message: sent rom the central entity to the UAV agent every time the agent
needs to select its new target and includes two long foat values and one integer or each
o the square-targets o the requested map. In our algorithm the agent requests the map
o its immediate neighborhood, including 9 square-targets, that valuemay vary depending
on the chosen size o squares, thefight altitudeand thedecision-making algorithm in use.

Those messages are sent sequentially every time a scan is completed. In our experiments the
squares’ size was 10x10 m and the average time interval between sequential scans or an agent
was 40.9 seconds. The data exchanged between the central entity and a single UAV agent in the
centralized object detection and tracking approachare inherited rom thedecentralized approach
with two additional messages, listed here:

• Camera eed: streaming rom the UAV agent to the central entity.

• Detected intruders message sent rom the central entity to the UAV agent or every
detected intruder and it includes the bounding box o the detected object and its tracking
ID. It is diicult to estimate the requency required or that message, as it is dependent to
the density o the intruders in the camera rame.

Finally, the data exchanged between the central entity and a single UAV agent in the ully
centralized approach are listed here:

• Camera eed: streaming rom the UAV agent to the central entity.

• MAVLink control messages: streaming rom the central entity to the UAV agent.
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Figure 6: Graph showing the bandwidth requirements o each o the three approaches based on
the number o UAV agents in the system.

Based on [10] the required bandwidth or streaming FPV camera video is 1 to 2 Mbps, while C2-
MAVLink control stream requires 0.4 Mbps. It is evident how centralizing the image processing
sets hard limitations to the system’s scalability. The limits get stricter when the guidance
algorithms o the agents are also assigned to a central entity.

Fig. 6. presents the relationship between the required bandwidth and the number o UAV agents
in the system or each o the implementations. While the demanded bandwidth is almost
constant or the decentralized approach proposed in this paper, that is not the case or the more
centralized approaches, or which a quite signicant increase is depicted in the graph, showing a
major problem in scaling such a system up. The required bandwidth or the two centralized
systems was estimated based on the values provided above, while or the decentralized system
the bandwidth wasmeasured or each o the three ROS Topics used or the communication o the
UAV agent and the central entity and was summed to calculate the overall bandwidth. For each o
the scan and next square-target messages the bandwidth was measured at 0.35 B/s, and or the
world mapmessage the bandwidth wasmeasured at 8 B/s.

It is also obvious that the scalability o the system is not only deprecated by the bandwidth
limitations, but rom the processing power o the central entity as well, as it is unwise to assume
that it would be able to keep up with the processing requirements or executing real-time object
detecting in dozens (or even more) o camera eeds.

5. Conclusions

The presented system above was initially designed as an area monitoring system, albeit the
scanning and task allocation algorithms can become quite elaborate in order to increase the
system’s eiciency and may be adjusted depending on the environment and the specic
application it is intended or. The paper ocuses on proposing a decentralized architecture which
may be utilized in a variety o applications. The centralization o the system’s architecture would
impose severe bandwidth and processing constraints. So, or such systems in which scalability is
important, we propose the use o a decentralized architecture, distributing the processing and
decision-making demands among the agents. Adding a centralized agent to which minimum
processing is allocated and it solely acts as single point o truth, provides the system with global
optimization capabilities.
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